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Course Name

PCNSA - Palo Alto Networks Certified Network Security Administrator

About the Course

Protect networks from cutting edge cyber threats with Palo Alto Networks next-generation firewalls

Key Skills You Will Learn

Demonstrate your proficiency in configuring and managing Palo Alto Networks' firewalls, Open up new
career opportunities in cybersecurity and network administration, Enhance your credibility and
professional reputation within the cybersecurity community, Gain access to exclusive resources, training
materials, and networking opportunities

Course Pre-Requisite

There are no prerequisite exams or mandatory courses to take. However, to become a Palo Alto
Networks Certified Network Security Administrator (PCNSA), you should have: At least two to three years
of experience in the security or networking industries, At least six months of experience working full-time
with Palo Alto Networks Security Operating Platform, At least six months of experience in Palo Alto
Networks NGFW deployment and configuration

Target Audience

This certification is designed for security administrators responsible for operating and managing the Palo
Alto Networks network security product portfolio

Job prospects with this
role

Network security engineer, Security analyst, Network administrator, System administrator, Security
consultant

Course Duration

~ 18 Hrs

Course Customisation

Not applivable

Certification

READYBELL PCNSA - Palo Alto Networks Security Administrator Certificate

Mode of Training

Instructor-led 100% Online or 100% Classroom (Salt Lake, Kolkata - India) or hybrid mode (Online +
Classroom) as suitable for the learner

Course Fees

Please contact us

Refund Policy

Get a 3-hours free trial during which you can cancel at no penalty. After that, we don’t give refunds

Job Assistance

Will assist candidate in securing a suitable job

Contact

READYBELL SOFTWARE SERVICES PVT. LIMITED

AH 12, SALT LAKE SECTOR 2, KOLKATA (INDIA) - 700 091
E-MAIL: contact@readybellsoftware.com

PH: +91 - 9147708045/9674552097, +91 - 33-79642872
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CURRICULUM

Topic

Sub-Topi

c

Duration (Hrs)

PCNSA - Palo Alto
Networks Certified Network
Security Administrator

Module 1:

Building a Palo Alto Firewall Lab in ESXi

Module 2:

Configuring Palo Alto Firewall Management Access

Module 3:

Configuring Palo Alto IPv4 FW Routing

Module 4:

Using Source NAT on the Palo Alto FW

Module 5:

Configuring Multiple Palo Alto FW Admins

Module 6:

Understanding Palo Alto FW Security Policy Fundamentals

Module 7:

Using Destination NAT on the Palo Alto FW

Module 8:

Using Palo Alto FW SSL/TLS Decryption

Module 9:

Using Palo Alto FW URL Filtering

Module 10: Using a Palo Alto FW Virtual Wire

Module 11: Using Palo Alto FW App IDs

Module 12: Using Palo Alto FW Antivirus and WildFire

Module 13: Using PA FW Anti-Spyware and Protection Profiles

Module 14: Managing Palo Alto FW Updates

Module 15: Using Palo Alto FW L2, TAP, & VLAN Interfaces

Module 16: Using Panorama to Manage Palo Alto FW's

Module 17: Configuring Palo Alto FW User-1D

Module 18: Optimizing Palo Alto FW Security Policies

18 Hrs

To register for this course please e-mail/call us




